
TM Adams | IBM  | User Experience Interaction Design 1

Web-Based Enterprise-Level Software 

Admin Console Interaction Mock-Up 
Creator: TM Adams (Design & Interaction) 
Contributors: Human Factors & Development (Interaction) 
Specs: 
User: System Administrator (these screens are not surfaced to Information Workers (IW)) 
Use Case: A System Administrator was asked to modify existing users, groups and privileges, as well as add new ones 
Task: Create/modify: users, groups, ACLs, priv sets 

This presentation showcases: 
• New design 
• New interaction logic 
• New framework 

Usability Goals: 
• Keep user resident (less subsequent dialogs) 
• Reduce clicks to task 
• Make screens more intuitive and less cluttered  
• Better usage of iconography (aids in globalization & accessibility requirements) 
• Implement inline controls
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Login (expected behavior)

User is required to: 
1.Choose predefined server 
2.Enter ID 
3.Enter Password 
4.Select Log In 

Restrictions: A standard IW 
would enter in their ID and 
Password and the system 
would run a bg validation on 
the data at cursor exit and 
determine that the user would 
not have access to the Change 
Password function and it would 
grey out. If the IW clicked on it, 
an error dialog would appear 
alerting them of the restricted 
access and to contact their Sys 
Admin to Change their 
password. 

Exit: call to render User’s 
home page
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Change Password (expected behavior)

Action: User selects Change 
Password button, dialog renders 
over the existing screen. 

Admins prefer certain higher-level 
users to be able to change/reset 
their own password, (usually not 
standard IWs). 

1.Confirm ID 
2.Confirm old pw 
3.Enter new pw 
4.Confirm new pw 
5.Select Save 

Exit: on Save, User is taken to 
their home screen.
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Home Screen
Good usability dictates to not 
present user with an unpopulated 
screen if at all possible. 
Occasionally there are instances 
that a user will get a blank screen 
based on the nature of the task 
and application. 

User is presented with 4 choices 
on the left nav pane: 
• Users 
• User Groups 
• Privilege Sets 
• Access Control Lists (ACLs) 
• Messages (at bottom) 

Top right banner displays: 
• Logged In User 
• Help 
• About Log Out 

Generally the navigation is 
presented in hierarchical order, 
with the smallest denominator at 
the top. 

Action: User selects first left nav 
menu item: Users
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‘User’ Screen: unpopulated

Action: User selects first left nav 
menu item: Users. 

Once the User selected User from 
the left nav pane, the content 
pane is populated with a pane-
sensitive Help icon, the grid 
toolbars as well as a dialog 
alerting the User to init a search 
In order to populate the grid.  
Pervasive: All iconography must 
have hover text stating the 
function.  
IWs have the personal option to 
toggle (by clicking the icon on the 
far right of the toolbar top row 
under the pane help icon) 
between:  
• Icon 
• Icon with text 
• Text only  

A key addition is the function to 
opt-out of the dialog in the future, 
in order to streamline future 
operation for more confident 
users. 

Exit: User selects the close ‘x’ in 
the upper right corner of the 
dialog. 
Action: User enters data into the 
‘Search for’ fields in the grid 2nd 
toolbar and clicks the magnifying 
glass icon.
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‘User’ Screen: populated

Previous Action: User selected 
Name from the dropdown search 
choices and entered ‘Sic’ in the 
search criteria field and clicked the 
magnifying glass icon to init. 

For the server that the User chose 
at Log In, the results for ‘Name’ that 
contains ‘Sic’ returned 4 items 
matching the criteria. 
Standard grid controls are: 
• Selection box (usually for batch 
processes) 
• Mime representative icon 
• Item name 
• Item description 

Where we break from tradition is 
the second part of the row. I have 
added 3 ‘buttons’ named: 
• Details 
• User Groups 
• Defaults 
We will discuss those next. 

At the end of the item row, we have 
a set of inline actions that the User 
is allowed to perform on those 
items. Notice that 3 are redundant 
with some of the toolbar choices. 
The choices at the top are available 
choices for batch processes and 
the non-duplicates would be greyed 
out until >1 item was selected from 
the grid (either right-click or 
checked box selection).
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‘User’ Screen: add new user: details tab

Previous Action: User selected 
Name from the dropdown search 
choices and entered ‘Sic’ in the 
search criteria field and clicked the 
magnifying glass icon to init. 

The user is tasked with adding a new 
user.  
User selects the ‘+’ in the toolbar and a 
new user item assumes the first row in 
the grid while the existing rows move 
down. The new item is also 
automatically expanded (accordioned), 
revealing the first button/tab hybrid user 
control: ‘Details’.  
Previously all 3 hybrid tabs were 
separate pop-up dialogs, removing the 
user from the main page.  
To collapse the row, User would click on 
the row proper with a target area of any 
blank space in the row. 

The ‘Details’ tab reveals required fields 
for: 
• User Name 
• Description 
• Password 
• Password confirm 
• Password expiration 
• Max user priv set (assigning a Priv Set 
filters future data that is displayed) 
Notice there is context-sensitive inline 
help on each 1st field designated with an 
‘I’ icon in blue. 

Action: User enters in all pertinent 
data then selects next hybrid tab: 
‘User Groups’. Auto-save is 
enabled at tab/row exit. On exit the 
new User Name and Description 
would populate in parent row.
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‘User’ Screen: add new user: user groups tab

Previous Action: User entered in 
all pertinent data then selected next 
hybrid tab: ‘User Groups’. Auto-
save is enabled at tab exit.  

The user now is presented with 2 dump 
fields (slosh buckets) to assign the user 
to various groups based on their Priv 
Set choice from the previous screen. 
The bucket on the left shows the 
available groups available in their Priv 
Set. The bucket on the right represents 
the group(s) the User assigns to the 
newly created User item. 
Because these bucket lists can be very 
long, Search is enabled for both buckets 
if the User wants to search for a specific 
group instead of scrolling. 
In this screen, the User has assigned 
Groups A through E. Notice that once 
carried from left to right, the item 
disappears from the left bucket. If there 
is a use case that the assigned groups 
need to still be viewed in the left bucket, 
we can show them greyed out in the list. 
‘Ad All’ and ‘Remove All’ are presented 
at the bottom. 

Action: User selects all pertinent 
groups and clicks the inline arrow in 
bucket one to move each item, then 
selects next hybrid tab: ‘Details’. 
Auto-save is enabled at tab/row 
exit.
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‘User’ Screen: add new user: defaults tab

Previous Action: User assigned all 
pertinent groups then selected next 
hybrid tab: ‘Defaults’. Auto-save is 
enabled at tab exit. 

The User is now presented with the final 
set-up hybrid tab containing dropdown 
controls for: 
• Resource Manager 
• Collection 
• Item access control lists (ACL) 
• Domain 
Context sensitive help appending each 
1st field is enacted. 
Notice that there is a dropdown as well 
as a search field for the lower 3 items. 
The dropdown would be pre-populated 
with the User’s previous selections from 
other sessions, with the Search field 
being used to add a new selection not 
used in the past.  
Resource manager options are a fixed 
set based on assigning Priv Set in first 
hybrid tab. 

Action: User selects all pertinent 
data. Clicking outside of the 
accordioned sub-pane is 
considered a row exit and the 
accordion would collapse. Auto-
save is enabled at tab/row exit.
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Screens
The remaining 3 left 
nav items all function 
the exact same way 
with minor differences: 
• User Groups 
• Privilege Sets 
• Access Control Lists
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Dialog: user authentication

Because it can get extremely 
confusing with nested 
groupings and subgroupings of 
access and privileges for a 
user, ultimately there is one 
field set that, regardless of the 
access allowed by any group 
or ACL, the user’s maximum 
privilege set will always be in 
effect. 
In the example at the right, 
User Paul’s max priv set is 
NoPriv. Regardless of the 
generosity of any group or ACL 
he is in, he will have no 
privileges. 
This is extremely useful in 
order to immediately limit a 
user’s access, as opposed to 
seeking out every group and 
ACL Paul is in and removing 
him from the grouping. 
This is also extremely useful in 
troubleshooting why a user is 
unable to implement a certain 
privilege as well.
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Dialog: reset & change password 

Reset password would be a 
time-sensitive temporary 
password reset that would 
prompt the User at next log in, 
to change their password (2nd 
image). 
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Dialog: notification

Various examples of 
notification dialogs: 
• Info 
• Error 
• Success 
• Warning
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Dialog: associations

Quick cross-verify and 
troubleshoot data groupings as 
to who is where and what is 
made up of whom.



TM Adams | IBM  | User Experience Interaction Design 15

Dialog: privilege info

Quick method to ascertain 
what privileges actually allow.
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Dialog: user authentication

Quick method to ascertain and troubleshoot what 
privileges and authentication a User has. 
Above is an example of how the 2 tabs can be visually 
represented in one view. 

To the right is an example of adding privs on the fly.


